PRIVACY NOTICE

CodeXX DTDK

Privacy Notice under arts. 13-14 GDPR (Reg. EU 2016/679) — v1.0 (English)
Last updated: 27 June 2026

1. Data Controller

The Data Controller is William Karol Di Cioccio, a sole trader registered under VAT no.
IT02224180667, based in Italy. For any matter regarding the processing of personal data, contact the
Controller at: legal@codexx-dtdk.com.

2. Core Principle: the Software Runs Locally

CodeXX DTDK is designed to run predominantly on the user's device. The Software does NOT transmit
to the Controller or to any third party the user's source code, processed content, or any telemetry or
usage data.

The only network communications made by the Software are limited and described in Article 4 below
(license activation and verification, update downloads, security attestation verification). Outside those
communications, the Software operates offline.

3. Data Categories, Purposes and Legal Bases

The Controller processes the following categories of personal data:

Purpose

Data

Legal basis

Retention

License management and
activation

Email, license data,
machine fingerprint (hash)

Performance of contract
(art. 6.1.b)

Email & license data:
license term + 12 months.
Fingerprint: license term +
short technical tail

Linking purchase to
license

Email, Polar order ID

Performance of contract
(art. 6.1.b)

License term + 12 months

Support and contact

Email, content of
communications

Contract / legitimate
interest (art. 6.1.b/f)

Up to 24 months from last
contact

Enterprise Inquiry

Company and contact data

Pre-contractual measures
(art. 6.1.b)

Up to 24 months or
duration of relationship

Newsletter (if enabled)

Email

Consent (art. 6.1.a)

Until consent withdrawn

Design partner / beta

Contact data, feedback

Consent / contract (art.
6.1.a/b)

Program duration + 12
months

Site statistics

Aggregated navigation
data

Legitimate interest (art.
6.1.f)

Aggregated/anonymous,
max 12 months

Note on billing: purchases are handled by Polar acting as Merchant of Record. Polar is the seller of
record and independently processes the end customer's payment and billing data as controller. The
Controller does not receive the customer's full billing data, only reports and payouts: for tax purposes
the Controller invoices Polar, not the individual user. See Polar's privacy notice for the processing of
payment data.
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Note on the machine fingerprint: for license verification, the Software generates a machine identifier
in the form of a SHA-256 hash (64 characters) of a system identifier. This is pseudonymized data: it is
not reversible to hardware specifications or to the hostname, but uniquely identifies the installation
solely for license-enforcement purposes. It is retained for the license term plus a short technical tail, not
for tax purposes.

4. Software Network Communications

4.1 License activation and verification

For paid licenses (Pro, Team) and for Community license verification, the Software contacts the Keygen
licensing service in the following cases: (a) at activation; (b) lazily, at the first run after a time window
(TTL) elapses — 7 days for Community, 14 days for Pro and Team. There is no background process or
periodic heartbeat.

In such communications the Software transmits only: the license key, the machine fingerprint (SHA-256
hash) and the product identifier. No email, telemetry or IP address beyond what is inherent to any
HTTPS request is transmitted. Signed-key licenses (Ed25519) are verified locally with no network
communication.

4.2 Updates and security attestation

On explicit user action, the DTDK Manager may download updates and verify the Sigstore attestation of
releases. These operations involve communications with the official distribution channels and the
Sigstore transparency infrastructure.

5. Recipients and Processors
To provide its services, the Controller relies on suppliers acting as processors (art. 28 GDPR):

+ Keygen — license management and verification. Processes the license key, machine
fingerprint and product identifier. Keygen retains validation records and associated machines.

+ Polar — Merchant of Record for payments. Acts as independent controller for payment and
billing data, which it is responsible for collecting, handling for tax purposes and retaining.

* Vercel — website hosting and aggregated navigation statistics (Vercel Analytics), which does
not use profiling cookies.

+ Email provider — management of mailboxes on the @codexx-dtdk.com domain (legal@,
support@).

+ Resend — delivery of transactional emails and the newsletter (where enabled).

The Controller does not sell or otherwise share users' personal data with third parties for marketing
purposes.

6. International Data Transfers

Some suppliers (in particular Keygen, Polar and Resend) may process data on cloud infrastructure
located outside the European Union, including the United States. Such transfers comply with Chapter V
GDPR, on the basis of Standard Contractual Clauses (SCC) approved by the European Commission or
other adequate safeguards under the respective data processing agreements.

Because suppliers' cloud infrastructure may abstract the specific processing region, users are invited to
consult the suppliers' notices for up-to-date details on processing locations and applied safeguards.
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7. Retention Period

Data is retained for the periods set out in the table in Article 3. In summary: license data (email, license
data) is retained for the license term and a reasonable period thereafter (typically 12 months). The
machine fingerprint is retained for the license term and a short technical tail. Ten-year tax and
accounting obligations concern documents of the relationship with Polar (Merchant of Record), not the
billing data of individual end users, which is processed by Polar. Consent-based data is retained until
consent is withdrawn. Contact and support data is retained as long as needed to handle the request
and a reasonable period thereafter.

8. Rights of the Data Subject (GDPR)
As a data subject, the user has the right, under arts. 15-22 GDPR, to:

« access their personal data and obtain a copy;

« obtain rectification of inaccurate data or completion of incomplete data;

« obtain erasure (right to be forgotten) in the cases provided for;

* obtain restriction of processing;

* object to processing based on legitimate interest;

* receive their data in a structured format and port it to another controller (portability);
* withdraw consent at any time, without affecting the lawfulness of prior processing.

To exercise these rights, write to legal@codexx-dtdk.com. The user also has the right to lodge a
complaint with the Italian Data Protection Authority (Garante, www.garanteprivacy.it) or their local
supervisory authority.

9. California Privacy Rights (CCPA/CPRA)

This section applies to residents of California, USA, under the California Consumer Privacy Act as
amended by the California Privacy Rights Act (CCPA/CPRA).

9.1 Categories collected and purpose

In the past 12 months the Controller collects only the following categories of personal information:
identifiers (email), commercial information (license and order reference), and a device identifier
(machine fingerprint hash). This information is collected to provide and verify the license, handle
purchases (via Polar) and provide support. The Software does not collect the user's source code,
processed content, or usage telemetry.

9.2 No sale or sharing

The Controller does not sell and does not share personal information within the meaning of the
CCPA/CPRA, and does not use it for cross-context behavioral advertising. No financial incentive is
offered in exchange for personal information.

9.3 Sensitive personal information

The Controller does not collect sensitive personal information as defined by the CPRA. The machine
fingerprint is a pseudonymized device identifier used solely for license enforcement and is not used to
infer characteristics about the user.
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9.4 California rights

California residents have the right to: know the categories and specific pieces of personal information
collected; request deletion; request correction; opt out of sale/sharing (not applicable, as the Controller
does not sell or share); and not receive discriminatory treatment for exercising these rights.

To exercise these rights, contact legal@codexx-dtdk.com. The Controller will verify the request
through the email associated with the license. An authorized agent may submit a request with proof of
authorization. The Controller does not discriminate against users who exercise their rights.

10. Cookies and Statistics

The site uses technical cookies necessary for operation. For navigation statistics the Controller uses
Vercel Analytics, which collects aggregated, anonymous usage data without profiling cookies and
without tracking users across sites. No third-party marketing or profiling cookies are used. Should this
change, this notice will be updated and, where required, prior consent obtained.

11. Nature of Provision

Provision of the data necessary for license management, purchase and billing is mandatory to use the
paid services: failure to provide it makes license activation and management impossible. Provision of
data for the newsletter, design-partner and beta programs is optional and consent-based.

12. Changes to this Notice

The Controller may update this notice to reflect regulatory or operational changes. The current version
is always published at codexx-dtdk.com/privacy with the date of last update. Material changes will be
adequately notified.

CodeXX DTDK — Holder: William Karol Di Cioccio — VAT 1702224180667 — codexx-dtdk.com
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